
SRT + Hydra Technology

The SRT, supported by Hydra, 

continuously discover vulnerabilities with 

high efficacy. Once vulnerabilities are 

patched, the SRT even helps verify the fix

LaunchPoint™

All SRT testing activity is routed 

through our secure gateway 

technology, providing our clients with 

full transparency and control

Mission Ops

Synack Mission Ops expertly manages, 

triages, and prioritizes ALL vulnerabilities 

submitted by the SRT, helping customers 

focus their internal efforts on remediation

The Synack Hacker-Powered Security Platform

Synack is pioneering a trusted, hacker-powered approach to protecting an organization’s digital attack surface, arming 

organizations with hundreds of the world’s best hackers who want to be their allies, not their adversaries. To protect an 

enterprise against sophisticated adversaries, you have to ignite hundreds of the world’s best ethical hackers into rapid 

action. Synack’s Hacker-Powered Security platform does just that—we harness the exploitation intelligence of a private 

crowd of hundreds of the most sought-after skilled and trusted security hackers in the world, the Synack Red Team (SRT), 

to provide proactive application security and penetration testing services from an adversary’s perspective.

Crowdsourced Penetration Testing 

Synack’s crowdsourced penetration testing solution brings together the most advanced and highly-vetted security 

researchers in the world with proprietary technology to mimic attacks and detect security flaws that real-world attackers can 

leverage to gain access to IT systems. The crowdsourced security solution combines the diversity and human ingenuity of 

the Synack Red Team (SRT) with the scalability of Hydra, our advanced vulnerability intelligence platform, to continuously 

discover and report exploitable vulnerabilities across clients’ web and mobile applications, host infrastructure and networks, 

as well as embedded hardware/ IoT devices, that often remain undetected by traditional security solutions.

The Security as a Service solution is cloud-based and can be activated within 24 hours. All subscription models include 

deployment of the Synack Red Team, Hydra, and comprehensive service and management from the Synack Mission Ops 

team. The unparalleled vulnerability detection and exploitation capabilities of the Synack Red Team are streamlined by Hydra, 

and combined with actionable vulnerability reporting and management by Synack Mission Ops, enabling some of the largest 

organizations in the world to identify and remediate critical vulnerabilities promptly and effectively—before criminal hackers 

get in first, and permanent damage is done.
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Hacker-Powered Security Overview

The Synack Red Team, or SRT, is Synack’s private 

community of security researchers who have all undergone 

thorough vetting for both skill and trust. Acceptance into 

the SRT is highly selective (<10% acceptance rate), and we 

incentivize them to hunt for critical vulnerabilities and back 

up their results with detailed reports. Our researchers bring 

unique expertise to their testing methods — demonstrating 

deep specialization in at least one of the following areas: 

web and mobile application security testing, network 

and infrastructure security, connected IoT device and 

embedded device hacking, or 

physical security/special projects. 

This allows our clients to benefit 

from the most current adversarial 

tradecraft and vulnerability 

discovery techniques, in a safe and 

controlled manner. 

SYNACK RED TEAM

LAUNCHPOINT
HYDRA TECHNOLOGY 

PLATFORM

SYNACK MISSION OPS

LaunchPoint™ is Synack’s 

proprietary full-packet capture 

gateway technology through 

which all SRT reconnaissance and 

pursuit efforts are continuously 

monitored and captured by 

Synack’s Mission Ops team. 

The assurance and audit log 

capabilities of LaunchPoint 

provides additional layers of transparency and trust to 

allow enterprises to take advantage of bounty-driven 

application/asset testing for even the most sensitive 

applications and internal environments.

The Synack Mission Ops team is an internal Synack team 

of vulnerability experts entirely dedicated to customer, 

vulnerability, platform, and Synack Red Team management. 

Mission Ops serves as the gateway between an 

enterprise’s security team and our Red Team and assumes 

full control of the crowdsourced engagement. Throughout 

the engagement process, a client is responsible only for 

working with Synack to establish the project scope and 

rules of engagement. Mission Ops then remains actively 

engaged with the client at all times and liberates the 

organization’s security teams from 

the endless tasks of vulnerability 

triage and validation, allowing them 

to focus internal efforts on efficient, 

effective vulnerability remediation 

and risk reduction. 

Hydra is Synack’s proprietary 

technology that continuously probes 

and scans all the assets/applications 

in scope and alerts the SRT to newly 

detected findings, such as attack 

surface changes or suspected 

vulnerabilities. This approach enables 

the SRT to efficiently scale their 

testing and vulnerability discovery 

activities and is situated to meet the needs of clients who 

manage vast and rapidly evolving collections of assets. 

Through the combination of Hydra automation and the 

diversity and creativity of the SRT, Synack offers a highly 

effective security solution that provides continuous, rather 

than point-in-time, testing coverage.
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Synack Hacker-Powered Security Platform Core Components

Synack’s Hacker-Powered Security platform is a synergistic union of people and technology. The Synack Red Team 

(SRT) and Synack Mission Ops Team form the core components of the people aspect, while Synack’s proprietary 

technologies Hydra and LaunchPoint complete the platform. This trusted, controlled platform enables some of the world’s 

largest enterprises across the Global & Fortune 500 Lists, as well as agencies within the U.S. Federal Government, to take 

advantage of Synack’s crowdsourced security testing services for even the most sensitive applications and IT environments.



Measure Security Assessments with Results—Not Reports

The value and output of a security assessment should not be measured by the checklist-driven approach used, 

a stack of vulnerability findings, or the number of pages within a report—but ironically, traditional security testing 

and consulting engagements lack significant elements of auditability and visibility into just how much of the 

assessment scope was actually targeted, and how thoroughly. Synack’s Coverage Analytics feature brings front 

and-center the analytics and metrics that security assessments have too long gone without.

Synack Crowdsourced Penetration Test

Powered by Synack’s LaunchPoint® technology, the Coverage Analytics feature measures & characterizes 

all Synack Red Team and Hydra testing activity across the attack surface and translates this data into 

comprehensible metrics surrounding when/what/how exactly the applications and assets in scope have been 

assessed. Coverage Analytics empowers organizations to visualize the key testing metrics and results of an 

assessment in a single, straightforward view, rather than solely relying on a summary report and a penetration 

tester’s “word”— with little-to-nothing to show for it.

2. Attack Attempt Classification, 
Not Just a Testing Checklist

LaunchPoint’s packet capture 

capabilities are paired with proprietary 

attack classification algorithms to 

autonomously analyze and “classify” 

SRT traffic into a variety of attempted 

attack techniques (e.g. SQLi, XSS). 

3. Proven & Measurable Effort, 
Not Contractual “Honor-Code”

Along with validated vulnerability findings, 

Coverage Analytics gives clients positive 

validation and visibility into just how many 

SRT members have participated and how 

many active hours of penetration testing 

have been logged. 

Coverage Analytics Product Brief
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1. Detailed Testing Coverage Maps, 
Not Uncertain Scope Coverage

Coverage Analytics allows users to view 

coverage down to the lowest level, as they 

can easily zoom out for a global view of 

the applications in scope or to zoom in 

and focus on specific areas of interest—a 

specific URL, subdomain, API endpoint—and 

anywhere in between. 
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Beyond traditional vulnerability data, Synack Coverage Analytics provides organizations with the intelligence 

needed to better report on efforts taken thus far, and subsequently better strategize next steps to allocate 

security budget accordingly. Organizations can now rapidly hone in on areas of the attack surface that are the 

most prone to high-impact security issues, or conversely, identify assets that prove resilient under even the 

most aggressive testing conditions. Key stakeholders can now confidently report out on not only the findings 

of a penetration test, but the extent of coverage achieved, the amount of effort exerted on specific areas of the 

attack surface, the testing methodology, etc. and no longer have to place blind trust in the report left behind on 

your former penetration tester’s way out.

Benefits to security practitioners

• Track Coverage Assuredly—Coverage Analytics 

helps you validate/verify whether respective areas of 

the attack surface have been tested thoroughly and 

comprehensively by answering top-of-mind questions 

such as:

 ᵒ Which areas of the scope are being hit, and with 

what types of attack techniques?

 ᵒ What are my gaps in coverage? Which assets are 

being adequately covered?

 ᵒ How much effort went into discovering reporting 

vulnerabilities?

• Demonstrate Application Resiliency—Vulnerabilities 

will almost always exist—but security assessments 

don’t just have to be about the bad news. Start 

demonstrating the amount of time, effort, and focus 

that went into finding each and every vulnerability 

detected across your systems. And if an assessment 

does come back clean, have data to back it up—rather 

than saying “well, we did a pen test”. 

• Analyze Versions Comparatively—Alignment with 

release schedules. When a new version of an 

application is published, you can measure how much 

testing has occurred on the changes specifically 

introduced in that release in correlation with 

vulnerabilities discovered.

Benefits to business-level decision makers

• Report Results Confidently—With board members 

increasingly demanding security assurance from 

both the CEO and the CISO, Coverage Analytics 

helps business leaders add real security data to 

their business risk assessments. The data surfaced 

allows you to create compelling, comprehensive 

report-outs on the work your team has done in 

securing the enterprise environment when briefing 

out to the board – helping all parties to track 

progress towards risk reduction goals for the 

present and future.

• Allocate Budget Accordingly—With high-fidelity data 

around the state of security for your applications 

and infrastructure, coverage analytics enables to you 

better orient your security budget to vulnerability-

prone areas by using past coverage data to inform 

your future testing priorities and targets.

• Review Performance Pragmatically—With access 

to Coverage Analytics, leadership can more 

pragmatically assess individual teams’ performance 

in relation to secure coding practices—and now 

possess the data to further back their conclusions.

Coverage Analytics Product Brief

Benefits of Coverage Analytics



The Synack Value: Crowdsourced Penetration Testing

Traditional penetration testing solutions are falling short in today’s dynamic IT environment with a highly motivated and  

creative adversary. It’s clear that:

• A compliance-based, checklist-driven approach alone does not realistically mimic the adversary

• Small, static testing teams cannot scale to the size, or diversity, of today’s digital attack surfaces

• Point-in-time reports give only a static view of a continuously evolving environment

The attackers are changing the rules, so we are changing the game. 

Synack has pioneered a more effective, efficient solution: Crowdsourced Penetration Testing. This testing alternative 

harnesses the world’s leading security talent to augment internal security teams and more realistically mimic the adversary. 

Synack is the most trusted crowdsourced penetration testing solution in the industry due to our unique platform, purpose-

built with customer control and visibility at its core. By bringing the best people and technology together, Synack provides 

enterprises and government agencies with actionable, hacker-powered security intelligence without the noise.

Crowdsourced Penetration Testing

Traditional Penetration Testing Synack Crowdsourced Penetration Testing

Limited diversity (1-2 people per team) Onboarding
Diverse crowd of hundreds of the 

world’s top researchers, highly vetted 
for skill and trustworthiness

Variable based on number of hours of testing Pricing Single flat fee; all pricing risk incurred by Synack

Time & materials; no incentive for 
finding vulnerabilities

Researcher 
Compensation Model

Dynamic incentive-based model pays only for 
vulnerabilities found

Point-in-time test using a 
checklist-only approach

Testing Approach
On-demand, scalable testing using best-in-class 

human talent and machine technology, via a 
managed service model

Little-to-no support
 following final report

Vulnerability Remediation End-to-end vulnerability lifecycle management

Testing followed by one 
cumulative report hand-off

Reporting
Continuous vulnerability triaging, reporting, 
and analytics in real time via vulnerability 

management platform

None
Testing Coverage 

Analytics
Testing gateway captures coverage analytics 

and attack classification

Achieves compliance Results

Fulfills compliance requirements; also 
provides pragmatic security with realistic 
hacker-powered intelligence and industry-

leading signal-to-noise ratio

May be included
Automated Vulnerability 

Scanning

Hydra works alongside researchers to detect 

attack surface changes and reduce time to 

discover exploitable vulnerabilities

Not applicable Testing Control
LaunchPoint VPN network provides audit trail 

and technical controls for all testing activity

People

Process

Results

Technology



Crowdsourced Penetration Testing

When considering adopting a new crowdsourced penetration testing solution, it is important to understand the differences 

among the platforms and approaches. Crowdsourced penetration testing solutions vary based on the quality and 

trustworthiness of the talent, the sophistication of the technology, the speed and simplicity of deployment, and the level of 

support service provided for vulnerability discovery, triage, reporting, and remediation, all of which drives differences in ROI.

Synack Benefits Included:

Effectiveness

• 2.5x the time on target of a traditional penetration test for robust testing coverage

• 100% verification of patches by the Synack Red Team member who discovered the original vulnerability in <24 hours of 

client request; 15% of patches fail in first attempt

• Only 24 hours to discover severe vulnerabilities in 75% of engagements 

Efficiency

• 100% additional value provided in saved recruiting and staffing costs due to Synack’s fully managed talent acquisition 

program (e.g., recruiting, interviewing, skill vetting, trust verification)

• An additional 20% of engagement time included for full triage and prioritization of all complex vulnerabilities to remove 

noise and free up security teams

• Weeks of onboarding time saved through Synack’s on-demand deployment of penetration tests with 24-hour onboarding 

• 20+ hours of idle time avoided due to Synack’s iterative reporting feature

Synack Costs Included:

One Flat Fee — Synack’s flat solution fee is the only direct cost to the customer*

*This does not include the cost of time required to sign the initial contract or interface with our Customer Success team.

Synack’s crowdsourced penetration testing solution offers additional features whose benefits cannot be easily 

quantified, including:

• Full packet capture of all testing activities for continuous visibility into testing activities

• Coverage analytics that show what, when, and how a target is being tested

Synack’s top researcher talent finds security vulnerabilities left undetected by traditional security solutions, providing peace 

of mind from significantly increased security intelligence and reduced overall security risk. 

*ROI estimate based on data through Q2 2017. Assumes a comparison to a traditional penetration test costing $30,000 for 

80 hours of testing, 6 weeks to start an engagement with a new client, and 1 work week for report generation.
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Synack’s Return on Investment (ROI): 53%* higher
compared to traditional penetration tests due to increased effectiveness and efficiency




